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Editorial
When Al Answers Every Question but Takes No Responsibility: Risks and the Urgent Need

for an Ethical Framework and Al Governance

The hottest topic in digital business technology in 2026 remains, unsurprisingly, artificial intelligence
(Al). Since OpenAl launched ChatGPT in late 2022, Al has become widely and easily accessible — and people
around the world, office workers in particular, have rapidly turned to generative Al. According to McKinsey's
State of Organizations 2026 survey, 88% of organizations are now deploying generative Al in at least part of
their operations (McKinsey & Company, 2026). Meanwhile, 82% of enterprise leaders report using generative
Al on a weekly basis as of 2025, with 88% anticipating an increase in Gen Al investment over the next 12
months (Wharton Human-Al Research & GBK Collective, 2025).

A great deal of existing research and commentary focuses on how businesses apply Al to gain
competitive advantage, cut costs, and improve efficiency. This article instead invites readers to consider Al
from the opposite direction: its downsides, negative consequences, and associated risks. The discussion is
organized around four issues.

1) The risk of data leakage. This issue has already received broad public attention, and it is
encouraging that awareness of data security has grown. Yet in exchange for convenience and speed, a
significant share of office workers continue to feed real organizational data into generative Al tools for analysis
and processing. This is not hypothetical — the best-known global case is Samsung Semiconductor, which
permitted employees to use ChatGPT for work assistance. Within weeks, employees had pasted internally
developed source code into ChatGPT to debug errors, and a separate employee submitted confidential internal
meeting notes for the tool to help draft a summary. All of this occurred within roughly a month of the policy
taking effect, prompting Samsung to subsequently ban ChatGPT company-wide (Jeong, 2023). Even though
the Al tool itself does not directly disclose this data to users from the firm’s competitors, if the users later pose
strategic or coding questions in a similar context, the model could draw on patterns learned from such inputs
when generating its responses — creating an indirect channel for competitive leakage.

2) The problem of Al-generated false information. This phenomenon is known under the term: Al
hallucination. As a university lecturer, the author has personally observed — though this is anecdotal classroom
observation rather than systematic research — many students using generative Al to help write reports without
verifying the output, only to find that many of the cited references do not actually exist; they are fabrications
assembled by the Al from plausible-sounding titles, author names, and publication venues. In the business
world, the most prominent recent case is Deloitte Australia, which was commissioned by the Australian
government to produce a roughly $290,000 review report on its welfare compliance system. After delivery, a
University of Sydney researcher discovered the report contained fabricated academic references and a
misattributed federal court quote, prompting Deloitte to issue a partial refund and later disclose that generative
Al had been used in preparing the report (McGuirk, 2025). This kind of failure can occur in any use of generative
Al, because technically, such systems are statistical-probability engines applied to language modeling and

content generation — nothing more. If you ask the Al itself about this problem, it will tell you, accurately, that
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it did not fail to follow instructions; rather, the human user failed to exercise judgment and verify the content
the Al produced.

3) The misuse of Al to create harmful content — for example, fake videos designed to fuel political
attacks or destroy someone's reputation. This is a genuine societal crisis in the making: as fabricated content
becomes more convincing and harder to distinguish from reality, the internet risks becoming saturated with
material indistinguishable from authentic footage. Social science researchers call this phenomenon the
"Infocalypse." It differs from Al hallucination in one key respect — this problem stems from human intent. The
Al simply follows the user's instructions, with no way to discern whether the person requesting the video intends
to cause harm, damage someone's reputation, or manipulate public opinion. The fault, therefore, does not lie
with the Al itself — but this is precisely why it points to an urgent need for an ethical framework. Since the root
causes in both Issue 2 and Issue 3 are fundamentally human, effective governance is needed to address both
dimensions simultaneously: technical tools that limit misuse, paired with accountability structures and media
literacy that shape how users behave. Without such a framework, Al risks becoming a powerful instrument for
social harm.

4) The risk to human’s cognitive development. The author personally regards this as one of
humanity's most consequential challenges. Children of Generation Alpha and Generation Beta, in particular,
are growing up with generative Al as a constant presence from early childhood. A growing number of
researchers have raised concerns — though long-term empirical evidence is still emerging — that excessive
reliance on generative Al among children could impair cognitive development: weaker composition and writing
ability, underdeveloped fine motor skills, and reduced use of working memory, since the dominant behavior
pattern becomes simply copying and pasting text. Cognitive science refers to this as "cognitive outsourcing" —
offloading thinking, logical reasoning, and synthesis to external tools, which may, over time, weaken the
corresponding cognitive functions in the brain.

The issues raised above represent only a fraction of the risks worth examining; many others lie beyond
the sCope of this piece. More importantly, these four issues are not merely anecdotal observations — each is
grounded in an established body of Information Systems (IS) research that predates the widespread adoption
of generative Al. Studies of shadow IT, published in MIS Quarterly Executive and Business Information Review,
laid the conceptual groundwork for understanding knowledge leakage through unauthorized technology use
well before generative Al emerged. Research on algorithm aversion and algorithm appreciation in MIS Quarterly
(Turel & Kalhan, 2023) and on cognitive delegation to Al in Information Systems Research (Fligener et al.,
2022) illuminates the psychological mechanisms behind irrational trust or distrust in Al-generated advice —
helping explain why users like those at Deloitte failed to verify Al output. Meanwhile, fake-news research in
MIS Quarterly (Moravec et al., 2019) and Information Systems Research (Moravec et al., 2020) tested platform-
level countermeasures to disinformation well before the "Infocalypse" problem was intensified by generative Al.
And the cognitive-impact issue traces back to the well-established constructs of cognitive offloading and the
"Google effect," studied systematically in Science (Sparrow, Liu, & Wegner, 2011) and Trends in Cognitive
Sciences (Risko & Gilbert, 2016).

What this body of work collectively suggests is that none of these four problems is theoretically new

— what generative Al has done is dramatically scale up the speed and magnitude of pre-existing risks. The
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research question the IS discipline now needs to answer is therefore not simply whether an ethical framework
is needed, but which governance mechanisms actually work in a generative-Al context. The author hopes the
issues discussed here illustrate the urgent need to establish ethical principles, codes of conduct, and
governance frameworks for Al use going forward.

Recent work in the European Journal of Information Systems has explicitly called on the IS field to
engage more systematically with "the dark side of Al" (Mikalef et al., 2022), and the Journal of Strategic
Information Systems has proposed a research framework for responsible Al governance that remains
substantially open for further development (Papagiannidis et al., 2025). In that spirit, this article joins the call
for further empirical research on the following specific questions:

1.Controls against shadow-Al data leakage — What organizational policies and technical controls
allow employees to capture the productivity benefits of generative Al without exposing the organization to
confidentiality risk, and how do such policies actually shape real-world usage behavior?

2. Verification protocols for Al-assisted professional work — In high-accuracy professions such as
consulting, accounting, and law, what verification standards should govern Al-generated or Al-assisted content,
and should such standards be set by professional bodies, regulation, or both?

3.The effectiveness of platform-level anti-fake tools — Building on System 1/System 2 intervention
research (Moravec et al., 2020), how effective are platform-level deepfake- and synthetic-content-detection
tools relative to continuously evolving generation techniques?

4.The long-term cognitive effects of generative-Al reliance on children and adolescents —
Longitudinal research specifically targeting Generation Alpha and Generation Beta is needed, since most
current evidence on cognitive offloading is drawn from adult populations and general digital technology rather
than generative Al specifically.

5.Comparative governance models — platform self-regulation, professional-body oversight, and
statutory regulation — which model offers the lowest enforcement cost and highest effectiveness across
different industry contexts?

In short, Al has already become part of everyday life, particularly in the context of business, such as
business management, marketing, IT infrastructure, and even hiring. It is therefore undeniable that using Al
without regard for its boundaries and consequences could cause real harm and broad societal impact. This
article aims to underscore that research focused solely on adoption and application is no longer sufficient. The
IS discipline — which already possesses the theoretical and methodological foundations for studying human—
technology interaction — is uniquely positioned to lead Al governance research in this decade, examining the

appropriateness, impact, and sustainability of Al oversight going forward.
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