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ABSTRACT

The purpose of this study is to identify factors affecting the causes
of social engineering attacks of Y generation in Bangkok and Metropolitan. This study
differs from other studies by emphasizing on in-depth factors. This research
is a qualitative research. Data has been collected from 18 people both male
and female by in-depth interview.

The analyzing results can be classified by participants into two groups
The first group is people who make decision unreasonably. They are more likely
to be attacked by social engineering and unhesitatingly clicking through attractive
information such as format, content, photo, and channel. They focus on their basic
emotions like curiosity, fear, and greed. The second group is people who perceive
threats of social engineering. These people will certainly not click through the links
or messages they got from attackers because of their prior experience and earlier
warning about this issue. Therefore, they will make decision reasonably before
they access to any social medias.

The limitation of this research is the ratio of interviewees. The ratio
between male and female is totally different. There are fourteen females who share

experiences while only four males provide information about social engineering issue.
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Moreover, most of males who were interviewed is subjected to the second group
which perceived threats and not click through links or messages. Hence, gender
is also essential factor for referring this issue. In term of suggestion, this issue reflects
that emotion can bring people to face with threat of social engineering. However,
it can be effectively prevented if people perceived about threats. Future research
may study more deeply through the reason of each cause in order to increase awareness

of threats and decrease number of victims.
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