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Abstract

This study is a part of an accomplishment of Master Degree of Management
Information System. This study aims to understand the awareness of employees and
propose guidelines to promote internal controls and security regulations for information
technology in Thai Cooperatives. A model is the integration of the findings from previous
studies and selected factors of the protection motivation theory and the planned
behavior theory. We conducted in-depth interviews with 21 employees from 7 Thai
cooperatives. Interviewees are asked about their previous experiences in order to
understand the factors which affect employees’ awareness toward the current
regulation. For the study, we apply the model as a frame work for the interviews.
The opinions from the interviews are analyzed by the interpretation of the inductive
conclusion.

Our results show that perceived threats and, cost and benefit of compliance
have positive effects on intention to protect IT resources from threats while intention and
positive social pressure have direct effects on behavior. Intention and behavior are
considered as indicatives to measure the level of information security awareness
according to the five step ladder model by Khan, et al. (2011).

In addition, we implement the principle of human performance technology
(HTP) to draw the guideline for promoting the awareness. Although, the new conceptual
model in this paper is mainly applied to Saving Cooperatives, the organizations under
supervision of Thai government, it is also adaptable for testing in other quantitative
studies. The opinions from the interviews provide backgrounds related to awareness

factors that are applicable for further studies in other types of organization.
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